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Abstract. This article presents the design and development of a new authentication
protocol for the VVoice over Internet Protocol service, on mobile devices. The proposal
is different from the actual ones in four key aspects: uses Elliptic Curve Cryptography
primitives; works independently from the SIP protocol messages; authentication is
not centralized and is not necessary additional hardware to basic VVolP infrastructure.
As a consequence, the advantages of the proposed protocol are the following: lower
computational cost, no storage of information related to session keys on any device,
the minimum infrastructure is needed and the messages exchanged for authentication
are transmitted by a different channel from the signaling one. Due to SIP protocol is
conditioned upon verifying digital signature and key exchange, generated inde-
pendently by mobile devices, the results show that a session is not established unless
the devices authenticate each other and that the messages for authentication are rec-
ognized as CISCO-CSP by a sniffer.

Keywords: Authentication, Diffie — Hellman, Digital Signature, Elliptic Curve Cryp-
tography, Session Initiation Protocol

1 Introduction

During the last decade, communications have boomed and society is becoming more and
more interconnected. At the same time, the growing rate in the use of mobile devices and
overlapping services is increasing. This is the case of Voice over Internet Protocol (VolP),
a service that grows fairly rapidly and it is believed that in future, will completely replace
the traditional Public Switched Telephone Network service (PSTN) [1].

One of the protocols used in VolP, for signaling, monitoring and session control, is the
Session Initiation Protocol (SIP), which was chosen, by the Third Generation Partnership
Project (3GPP) [2], as a multimedia protocol for mobile applications and as a proof of the
great use and popularity it has gained. However, due to SIP is a protocol for generic use [3]
and not specific to VolP, it is exposed to a variety of security threats, such as: attacks of
fake user authentication and impersonation, two issues that have raised various solutions,
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since it is expected that the VoIP service provides the equivalent security and privacy level
than the PSTN [4].

The SIP protocol is a protocol that sends messages in plain text and uses Hyper Text
Transfer Protocol (HTTP) digest authentication scheme, which on one hand has a very high
computational cost and on the other hand, it is also vulnerable to man in the middle attacks
and false authentication [5]. Considering the aforementioned it is necessary to develop an
efficient and secure way of authentication, applicable in VVoIP.

In that sense, many schemes for authentication, based on cryptographic algorithms, have
been developed. Most of these schemes [6] use centralized servers for authentication, store
pre-configured security and key session information and the messages exchanged to accom-
plish authentication are transmitted within SIP requests through the same signaling channel.

In this paper, a decentralized protocol, but controlled by mobiles devices, is proposed. It
makes use of digital signatures and key exchange algorithms on elliptic curves, subjecting
the SIP protocol to the successful key exchange and signature verification.

The reminder of this article is as follows: Section 2 gives an introduction to Elliptic Curve
Cryptography and the SIP protocol within the VVoIP service. In Section 3, related work that
has addressed the problem of SIP authentication using additional infrastructure, pre shared
security parameters or authentication messages within the SIP protocol using the same sig-
naling channel, is analyzed. Our proposed protocol is presented in Section 4. In Section 5,
the proofs are detailed. In section 6 the analysis and discussion are presented. Finally, Sec-
tion 7 shows conclusions and future work.

2  Background

In this section, we explain the SIP structure and its original authentication scheme, which
is based on the HTTP digest [21]. It is also important to understand the Elliptic Curve Cryp-
tography (ECC); particularly the Elliptic Curve Diffie Hellman (ECDH) and the Elliptic
Curve Digital Signature Algorithms (ECDSA).

2.1  SIP Protocol, Structure and Original Authentication Scheme.

The Session Initiation Protocol (SIP) is a signaling protocol designed for handling and man-
aging multimedia sessions between two or more parties in a VolP call. In 2002, it was im-
proved for last time by the Internet Engineering Task Force (IETF), becoming the current
RFC3261 standard [5]. To understand the use of the SIP protocol [9], Figure 1 shows the
standard flow of a VVoIP call that uses SIP to manage the session.
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Fig. 1. The flow establishment of VolP call

The SIP is located in the seventh layer of OSI reference model and runs over TCP
transport layer to ensure session establishment [8]. It handles location of users, service qual-
ity negotiation for the call, and manages the transfer, modification and completion of ses-
sions [7]. The SIP processing call is based on the client-server architecture and the request-
response messages are similar to HTTP or the Simple Mail Transfer Protocol (SMTP) syn-
tax.

Although the original SIP protocol authentication scheme relays on application layer and
is based on the HTTP authentication [5], the authentication can be enabled at different lay-
ers, including application layer, transport layer and network layer. Along with HTTP, a
challenge-response mechanism [5] and Secure/Multi Internet Mail Extensions (S/MIME)
protocol are used to provide authentication to SIP Protocol in application layer. Finally there
is the Secure Internet Protocol (IPSec) and Transport Layer Security (TLS) that encrypt the
messages in transmission layer [9].

2.2 Elliptic Curve Cryptography, ECDH and ECDSA

Elliptic Curve Cryptography (ECC) has extended its use in the past 30 years. Due to its
large number of applications, it has been used in mobile devices to meet security require-
ments in a more robust way. ECC theory is underlined in elliptic curves, defined on finite
fields. The main impact of elliptic curves in cryptography is the substantial key size reduc-
tion and the lower computational cost due to the operations rely on additive groups [10].
Because of this, the computational benefits, such as reduced memory usage, faster pro-
cessing and saving bandwidth, ECC fits perfectly in wireless environments and mobile de-
vices. ECC has the versatility to be used in various applications. Figure 2 shows the layers
of operation on ECC [11].

The Elliptic Curve Digital Signature Algorithm (ECDSA) [12] is the elliptic curve ana-
logue of the Digital Signature Algorithm (DSA). The Elliptic Curve Diffie Hellman Algo-
rithm (ECDHA) [13] is the adaptation to elliptic curves from the original Diffie Hellman
Algorithm.
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Fig. 2. Branches of Elliptic Curve Cryptography

3  Related Work

The focus of the researches has been divided into four main aspects [14]; proposals based
on the Password Authenticated Key Exchange (PAKE); HASH and Symmetric Cipher;
Public Key Cryptography (PKC) and ID based schemes. For present work, only the PAKE
schemes are subject of study. Within PAKE schemes, there are six main schemes, the first
is developed by Yang [15], the second one is proposed by Durlanik and Sogukpinar [16],
the third one, proposed by Wu is detailed in [17], the forth scheme is developed by Yoon
and Yoo [18], the fifth one is proposed by Qiong Pu and Shuhua Wu in [19] and the last
one is shown in [20] and proposed by Shaohui Zhu.

In [15], Yang proposed a scheme with a new way of authentication based on the DH key
exchange protocol. This scheme is very close to the original EKE scheme, with the only
difference that the encryption part is replaced with an exclusive OR operation and it in-
volves the hash value of the pre-shared password. It means that in step 1 and 2 of EKE in
[14], the Epwd(tx) information is replaced with tx @ F(pwd). Moreover, in step 2, in-
stead of encrypting a challenge with the session key K, the hash value of the session key,
together with tx expressed as F(tx, K), is sent by the server.

Authentication is made when the client compare received hash value against a calculated
hash value, which the client is capable of calculating after step 2. The advantage of this
scheme is the low computational cost in comparison to the EKE scheme. It is due to the
encryption and decryption operations are replaced with exclusive OR operations.

Durlanik and Sogukpinar in [16] proposed a new authentication scheme based on ECDH.
This is an extension of the EKE and a much closed approach to the Yang’'s scheme. The
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assumption for this scheme is that both, the server and the client, have a pre-shared pass-
word and a public key pair generated by an elliptic curve algorithm. The exclusive OR and
classical encryption operations are replaced with elliptic curve encryption operations. The
advantage of this scheme is the decreasing total execution time and memory requirement
which is good for mobile devices. It is vulnerable to Denning Saco Attack, Offline Guessing
Password Attack, Replay Attack and Stolen Verifier Attack.

In [17], Wu proposed the New Authenticated Key Exchange Protocol (NAKE) based on
elliptic curve cryptography. The scheme is very similar to Durlanik and Sogukpinar’s
scheme, but Wu’s scheme assumes that the client and the server have already agreed upon
a password, a hash function and a base point. In step 2 and 3, it uses a random number and
two parameters that represent the identities of the server and client. It also uses a session
identifier. In addition to that it is vulnerable to Offline Guessing Password Attack and Brute
Force attack.

Yoon and Yoo proposed in [18] an authentication scheme based on ECDLP using ECDH.
The scheme consists of three phases: system setup, registration and authentication. The as-
sumption for this scheme is that the client and the server have already exchanged messages
over a secure channel to establish a shared secret, which is used to compute an elliptic curve
point as secret value. This proposal is vulnerable to the Offline Guessing Password Attack.

Qiong Pu’s and Shuhua Wu’s Scheme in [19] show an improvement of [18]. The first
two phases are very similar except for there is no shared secret, it is a full domain hash
function and also a public parameter. The scheme is vulnerable to Online Guessing Pass-
word Attack.

Shaohui Zhu proposes in [20] a scheme that consists of three phases: authentication key
agreement, voice data encryption and session key update. The key agreement is made by
using a modification of ECDH along with time stamp validation.

4 Proposed Protocol

The proposed protocol differs from the related work in three main aspects: the use of a
different channel from the signaling one for authentication messages exchange, there is no
necessity of additional infrastructure to basic VolP infrastructure and the use of a pre shared
patron instead of pre shared passwords or configuration tables. All of them are numerated
as follows.

4.1 Proposed Protocol Features

1. - The authentication is made independently from the SIP requests inside signaling chan-
nel. The exchanged messages for the authentication are transmitted by an UDP socket when
the INVITE SIP message is sent by the caller. After this, the SIP requests are blocked and
only the required messages for authentication are exchanged. When the authentication is
completed, the SIP requests continue the normal flow as in a VolIP call.
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2. - There is no need of additional infrastructure. The calculations and operations are made
at each end mobile device, which do not storage additional configuration or information for
each SIP session. Each session uses a different key. The proposed protocol uses End to End
architecture.

3. - The use of a pre shared patron, not a pre shared password or configuration tables. It is
used to verify the signature and the validity of the key agreement.

4.2 Protocol Description

The proposed protocol can be divided into three phases: key generation for ECDSA and
ECDH, signature generation of ECDH and signature verification.

4.2.1 Key Generation

1) The INVITE SIP message, works as a trigger. Once this message is detected, user A
named as the caller catches it and keeps it in stand by while the proposed protocol works.
It is important to mention that the initial parameters for the ECDSA and ECDH are defined
by the user who initiates the call (user A).

2a) User A executes ECDSA [12] in the following order using the initial domain parameters
D = (q,a,b,P,n), pre shared message m and the private key d,; randomly selected in
the interval [1,n—1]. The public key P4 is a point in the elliptic curve equation Eq(a, b)
and is computed according to Equation (1).

Py = dyyxP )

2b) Initially user A calculates the HASH value of the pre shared message e = H(m) and
selects a cryptographically secure random integer k € R [1,n—1], which later, is used for
calculation of the curve point kP according to Equation (2).

kP = (x1,y1) and convert x1 to an integer x1. 2

2¢) Computes the first component, r of the signature in Equation (3).If r = 0 then select
another k

r = x1mod n. @

2d) Computes the second component s of the signature according to Equation (4).
If s = 0 then select another k

s = k7Y (e+ dyyr) modn. @)
If sandr # 0, then the signature is the pair (r,s). After generation of keys and signature of
ECDSA, user A then executes ECDH [13] in the following order using initial domain pa-

rameters D = (q, a, b, P,n),. Calculates its private keyd,,, which is an integer less than n
using the private key d,, as seed.
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2e) Calculates the public key P4y as is shown in Equation (5), which is a point in
Eq (a,b).
Py, = dyyx P ®)

4.2.2  Diffie — Hellman Signing

1) User A signs the result of its ECDH calculation according to Equation (6) and sends it to
user B named as the callee, along with both public keys P41, P4z,
S(DH) d4, (6)

4.2.3  Signature Verification

1) User B receives the messages sent by user A, and verifies the signature using the pre
shared message and the public key P47 along with the domain parameters of the curve,
but first, user B must verifies that Pas is a valid curve point, by extracting the initial param-
eters of the curve definition and checking three conditions:

. P41 is not equal to the identity element O , and its coordinates are otherwise
valid

e Checkthat Pyq liesonthe curve

e Checkthatn P41 =0

2) After that, user B computes the Hash value of the message e = H(m) and verifies that
r and s are integers in the interval [1,n—1]. If any verification fails then return “Reject the
signature”

2a) Calculates the inverse and modular operation n of the first component of the signature
s according to Equation (7)

W = s 'mod n. @
2b) Then Computes the x-coordinate as seen in Equation (9) using the two components
ul,u2 from Equation (8), public key P41 and base point

ul = ewmodn; u2 = rw mod n. (8)
X = ulP +u2 Pys. )

2c) If X =0 then return “Reject the signature”; and the VVolP call finishes. Otherwise, con-
vert the x-coordinate x1 of X toan integer x1, which is used to calculate the verification
v of the second component of the signature according to Equation (10)

v = x1modn. (10)

2d) If v = r then return “Accept the signature” and the VoIP session continues by User
B doing the same actions as User A in steps 1, 2 and 3. If else, return “Reject the signature”.

Assuming the valid signature, user B executes Key Generation and Diffie — Hellman Sign-
ing phases in the same way as user A.  For Key Generation phase (section 4.2.1), executes
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ECDSA and ECDH to generate its private keys dp1, dpy and public keys Pg1, Pg>.
At this point, user B has already calculated the Key Agreement.

For Diffie — Helmman Signing phase (section 4.2.2), user B encrypts the pre shared message
with the generated key agreement and also signs the DH calculation, then send them to user
A along with its public keys Pgq and Pps.

Finally, user A receives and verifies the signature of the DH result of user B in the same
way user B verified the signature (section 4.2.3). If the signature is not valid, the VolP call
is finished. If the signature is valid, then generates the key agreement and decrypts the pre
shared message with its key agreement to validate it is correct.

If the key agreement is correct, the SIP message INVITE, continues the normal flow of a
VolIP call. If the key agreement is corrupt the VolIP call finishes.

5 Tests

In order to proof our proposed protocol, a softphone was developed for Android mobile
devices, compatible with versions from ICS 4.0 to Kit Kat 4.4.

User A (Caller) Proxy SIP User B (Callee)

REGISTER
REGISTER

OFE 200

OK 200

INVITE

ECDSA
ECDH <
(DH,). B, P,
BH). Py Pag ECDSA
) _ ECDH
Acuardo S(DHg). Ps;. P, Egsfin)
Validado
L >

TRIVING 100

INVITE

TRIVING 100
PING 180
oK 200

ACH

BYE
ACE

Fig. 3. The flow of the Proposed Protocol for a VVolP call

5.1  Test Scenario

The mobile devices used for testing were: Motorola X, Samsung S5, Sony Xperia SP and
HTC One. Figure 4 shows the scenario proposed for the test; it is a self-hosted infrastructure,
composed by a PBX server running Elastix, one CISCO router working also as an access
point, four mobile devices and one attacker monitoring and eavesdropping the network.
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PBX Server

For the proposed scenario, two mobile devices were installed with a commercial softphone,
and two other mobile devices with the developed softphone that includes the proposed pro-
tocol. Is assumed that the attacker is able to capture and eavesdrop the traffic.

For the first test, two calls were made. Figure 5 shows the flow of a VVoIP call between
two devices using our proposed protocol. In this case, due to the users authenticate correctly,
the session is established and the VVolP call flows in a normal way. For the second test, it is
supposed, that an attacker has already stolen the registration password of another user and
try to make a call using its own softphone, as seen in Figure 6, the call is not established.
The SIP session is finished after the TRYING and RINGING messages because the authen-
tication protocol is not completed successfully.
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Fig. 5. SIP Session between devices using the proposed protocol
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Fig. 6. SIP Session between a device using our proposed protocol and

other device using a

commercial softphone.

For the third test, the behavior of the two softphones, before, during and after the session
was analyzed. Using the Nmap scanner, the following ports and services where identified.
In Figure 7, the SIP Ports for the commercial softphone is opened before and during the
session establishment. In Figure 8, the ports used for SIP communication, are closed before

the session establishment but open only after the session has already been established.
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# imap done at Sun Apr 19 14:40:25 2015 --
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seconds

Fig. 7. SIP ports on commercial softphone
before/during session establishment

6  Discussion
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before/during session establishment

From the proposed protocol we can highlight some key aspects in comparison with Yang
[15], Durlanik and Sogukpinar [16], Wu [17], Yoon and Yoo [18], Qiong Pu and Shuhua
Wu [19] and Shaohui Zhu [20] schemes.
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6.1 Key Aspects of the proposed protocol

Related work use cryptographic algorithms, SIP requests are used for sending and receiving
authentication messages. In other words, the information is transmitted within the SIP mes-
sages in plain text and is vulnerable for eavesdropping. As a consequence it can be used for
guessing the passwords or redirecting the key information. Also, some of these schemes
need additional infrastructure like an Authentication Server. This server storages configu-
ration of pre shared passwords or key configuration tables, causing not only false authenti-
cation but also adding vulnerabilities like off line passwords attacks or replays attacks. Ta-
ble 1 summarizes a comparison of these key aspects.

Table 1. Comparison with proposed protocol and actual proposed schemes

Feature Our Proposed protocol Related Work
Authentication messages Independent from SIP. Dependent on SIP
transmission Using an UDP Socket. Using the signaling channel
Authentication Process Before setting session with During session establish-
SIP protocol. ment with SIP protocol.
Authentication infrastruc- No needed Authentication servers
ture
Authentication Information | Not pre-configured or pre | Use of configuration and key
shared tables

6.2  Analysis and Discussion

Since authentication and key exchange messages in our proposed protocol are transmitted
independently from SIP protocol requests, if an attacker is listening to the channel to capture
SIP communication, he will not find relevant information within SIP communication that
lets him guess the session key or modify information on digital signatures, on the contrary
he would have to analyze all UDP traffic obtained from isolation to SIP.

It is important to mention that method used for authentication and key agreement is
known as Signed Diffie — Hellman for multiplicative groups, and according to [22] it is
vulnerable to a replay attack. Since user identity is not known, an active attacker could
replace the signature of a user with its own signature. In additive groups there is no certainty
that this could happen. In [12] is mentioned that even though and attacker be able to obtain
signatures of messages from the legitimate signer, if he has not request the new message
and obtain the signature he will not be able to produce a valid signature used for fake au-
thentication.

7  Conclusion

We conclude that for an attacker to success on impersonating a valid user, he will need to:
analyze all UDP Traffic instead of only SIP, identify the port used for authentication and
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request the original signer to send him a new message, so that he could generate a new valid
signature. Even if he gets a new valid signature, he would need to get the pre shared patron
for verifying the signature, which means hacking the mobile device, not the network traffic.
Also, by using only basic VolP infrastructure and conditioning SIP functionality, the replay
and message modification attacks are not feasible.

For future work there is the need of modeling different scenarios of attacking to identify
vulnerabilities of the protocol and make the necessary hardening. Also this authentication
protocol could also be the base for a secure key establishment and then both parties of the
call could encrypt the flow of RTP to provide confidentiality of the call.
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